Hazard
Planning?

NFPA Can Help
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The COVID-19 pandemic reinforces the
need for assessing risks and defining
emergency preparedness strategies.
With the active spread of coronavirus (COVID-19)
around the world, many businesses, schools,
responder agencies and healthcare facilities are
either dusting off their continuity of operations
plans from the H1N1 outbreak in 2009, or just
writing them from scratch.
Would it surprise you to know that the National Fire
Protection Association (NFPA) has codes and standards that
drive much of the emergency preparedness requirements
enacted by local, state and federal government agencies? For
example, the NFPA 99 Health Care Facilities Code has an
entire emergency management chapter.
The 2012 edition of the standard has been adopted by the
Centers for Medicaid and Medicare Services (CMS) and the
Joint Commission that accredits more than 22,000 U.S.
health care organizations and programs.
NFPA 1600 Standard on Continuity, Emergency and Crisis
Management is also incredibly useful in times of emergency
because it sets a format in which entities can review their
essential functions and plan for any upcoming events.
The National Commission on Terrorist Attacks Upon the
United States (the 9/11 Commission) recognized NFPA 1600
as the National Preparedness Standard® for the United
States. The document is widely used by public, not-for-profit,
non-governmental and private entities on a local, regional,
national and global basis. NFPA 1600 has been adopted by
the U.S. Department of Homeland Security as a voluntary
consensus standard for emergency preparedness.

The COVID-19 pandemic has prompted many to analyze
business resiliency and emergency preparedness, but
perhaps more importantly, the outbreak reminds us that all
hazards must be considered when it comes to emergency
management.
For example, NFPA 3000 (PS) Standard for an Active
Shooter/Hostile Event Response (ASHER) Program provides
specific and tailored information about ASHER incident
preparedness, response, and recovery. However, the best
practices within that groundbreaking standard can be applied
broadly for an all-hazards protocol and easier recovery.
Here are some steps you can take today to address
emergency preparedness.
1. Start by forming an internal team and conducting a
business impact analysis for the different threats your
organization might face. These may include pandemic
outbreaks, ASHER, or natural disasters). Be sure to
leverage staff experience and expertise, and include
representation from across your organization. Sometimes
the janitor is more valuable for planning purposes than a
member of the management team.
2. Conduct a resource analysis and needs assessment
overview. Factor in working with your external
stakeholders and vendors because outside resources may
experience their own impact and reduction of services.
Consider your physical and technological capabilities.
Will your facilities be secured? What security
benchmarks do you have in place? What technology do
you have access to or can you acquire to keep operations
going, even if your systems are impacted by a threat?
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3. Evaluate and prioritize your core functions and business
processes. Can they be accomplished in a reduced or
alternative manner to continue service? If needed,
approach regulatory agencies now and start planning
as if you were impacted. Request adjustments to laws
and regulatory requirements that are reasonable to
support your minimum operations. For example, some
states might modify ambulance regulations to allow only
one, instead of two, licensed EMS professionals in the
ambulance during a proclaimed emergency, Bringing
this to the attention of policy makers will help mitigate
potential staffing shortages and allow ambulance services
to surge their resource availability, when necessary.
4. Invest in mitigation strategies identified through
the business impact analysis and the resource needs
assessment. If you are looking at the safety and security
of your facilities and discover that your door hardware is
not up to current codes, while most likely perfectly normal
because of the age of your buildings, consider upgrading
that critical infrastructure so that it serves as a measure
of safety for multiple threats. The same rationale applies
to investing in technology so that staff can work remotely
and access critical systems in a secure fashion.
5. Get ahead of any crisis by planning ahead and putting
your resiliency plan into action early. It is better to be
cautious and proactive than cavalier and reactive. If you
respond and regroup early in a crisis situation, you will
be able to build and adjust as you go instead of reacting
to every new situation.
The process of performing a business impact analysis,
conducting a resource needs assessment, building smart
objectives, establishing emergency response plans and defining
your organization’s recovery plans can be daunting anytime, let
alone when there is a major emergency underway.
Coordination efforts cannot be accomplished in a vacuum
or by a single individual. It is important for every entity –
public or private – to have a solid emergency plan that is
considerate not just of the entity but also of the community,
stakeholders and/or the customers being served.
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The greatest challenges that many entities face are bandwidth
and well-intended over-reaction. As organizations hurry
to meet changing needs, they often struggle to dedicate
a resource or resources to the “what if” aspects of their
operations. But remember, many hands make less work.

CHECK YOUR SOURCES

As a crisis escalates, you may be tempted to seek information
from any source. While it is important to be assertive and proactive when activating your plans, it is also important to stick
to them and not depart from baseline safety requirements.
For example, a facility was taking steps to leave all fire doors
propped open. While it may make initial sense in order to
reduce the possible spread of the COVID-19 virus on door
handles, it is not recommended because of the fire safety
and security concerns it creates.
A better practice is for people to use hips or elbows to push
panic hardware, provide wipes to occupants so they can use
them to grab surfaces and/or to put hand sanitizer stands
near doorways.

ASSEMBLE THE TEAM

This underscores the need for a well-rounded functional
team, including external stakeholders. A code enforcement
official would quickly recommend an alternative option to
keeping fire doors open.
Identify someone to be the lead, responsible for gathering
all of the necessary information and organizing it into your
emergency preparedness plans. Appoint planning teams
that represent all facets and operations of the organization.
Remember – the people who keep an organization running
or know its functions the best are often those who may
not be at the top of the company hierarchy chart. Building
facility managers or janitors have broad oversight of
buildings and campuses and understand systems and often
have the best handle on what needs to be considered as part
of a life safety strategy.

Adopt an approach with
goals that are specific,
measurable, attainable,
realistic, and timebound
(SMART) to reduce overall
strain on one person or
one specific group within
your organization.
When assembling your crisis response team, consider
staff talents and experiences too. By identifying a crossfunctional team, and appointing a lead with strong project
management skills, your organization will be much more
successful as you strive to identify resources, gather key
input and implement strategy.
Adopt an approach with goals that are specific, measurable,
attainable, realistic, and timebound (SMART) to reduce
overall strain on one person or one specific group within
your organization.

ALL HANDS ON DECK

The foundation of NFPA 3000 is a “whole community
approach. “Although this document was established in
2018 to help authorities deal with the growing surge of
active shooter incidents and other mass casualty events, the
planning, response and recovery guidance can be applied to
all hazards.
NFPA 3000 emphasizes the importance of internal and
external stakeholders working together long before the
worst happens. Regardless of the emergency, be sure to
invite emergency responders (police, fire and EMS) and
members of the emergency management, public health, code
enforcement, and community organizations to take part in
your planning process.
When emergencies occur, schools can be a great location to
gather resources and assemble people, and ultimately deploy
a response team into the community.

Businesses may also be great staging areas because
they often have the physical construction, security and
capabilities that make them an excellent springboard
for community action in the event of an emergency. For
example, an office building may have large parking lots and
roads that lead to main thoroughfares, making it ideal for
dispensing resources in the event of an emergency.
NFPA is here to help organizations as they look to build out
plans that assess a variety of risks and defines best practices
for emergency preparedness. NFPA 99, NFPA 1600 and NFPA
3000 are great resources as you look to define your emergency
preparedness protocol or to vet your current strategies.
Consult the NFPA 1600 checklist NFPA Emergency
Preparedness Checklist or contact NFPA to learn more about
a facility planning workshop that walks parties through
the process of developing emergency plans. Resources are
available at www.nfpa.org.
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