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here’s no need to compromise door security in 
order to meet ADA accessibility guidelines. While 
it sometimes may seem that the two require‑
ments are mutually exclusive, several hardware 
solutions can be applied either individually or 
together to maintain door security while still 
providing the accessibility needed by people 
with disabilities, the elderly and others who need 
some assistance. Here are some examples:

Automatic Door Operators with Access Control—
Various combinations of access control technology 
and automatic door operators can provide perimeter 
security without reducing accessibility. If security is 
only needed outside of normal hours of operation, 
conventional actuators can be supplemented with 
credential readers that only allow access to authorized 
individuals during these times. For full‑time security, 
card readers can be programmed so authorized users 
who need assistance can simply use their credentials 
to operate the door each time they enter the building.

Readers for magnetic stripe or proximity cards are 
typically the first line of defense in such applications, 
and they provide the same level of security as in other 
card applications. The threat of cards being copied, lost 
or stolen, may make it desirable to increase security 
by using keypads with PIN codes, either alone or in 
combination with cards. Even greater security can 

Maintaining  
Door Security 
Within  
ADA Guidelines

T
b y  A s h l e y  K r A m e r



AUGUST 2007 £	DOORS	AND	HARDWARE 17

be obtained with hand readers or 
other biometric devices that can 
only be operated by people specifi‑
cally enrolled in the system. They 
ensure that only the individual, not 
just anyone with his or her card or 
code, is allowed to enter. Biometric 
readers are often combined with 
keypads for a double layer of control. 
Any of these access control systems 
can either make the switch active or 
actuate the automatic door operator 
and provide ADA‑compliant acces‑
sibility for authorized individuals.

A related approach is to use 
remote access methods to operate 

the door. In such cases, the user 
may be issued a key fob or other 
remote access device that performs 
the same access control function 
as a card swipe but can be carried 
on a key chain. In other cases, a 
security officer or other person may 
either be situated with a view of 
the controlled door or have access 
to a CCTV view of the door. Once 
they recognize the person request‑
ing admittance, they can activate 
the door operator to allow access.
Electric Strikes—Where a secu‑
rity officer or other staff member 
has a view of the entry, either 

because of physical proximity or 
with a CCTV camera, an electric 
strike can be used to unlock the 
door once the person requesting 
entry is recognized. Typically 
the person at the desk controls 
a pushbutton that operates the 
strike and sounds a buzzer to 
signify that entry is permitted.
Alternate Action—In some applica‑
tions, a “push to open and push to 
close” operation may provide the 
required combination of security 
and accessibility. For example, 
in a hospital where gurneys are 
transported between secured and 
non‑secured areas, staff members 
may push an actuator once to 
open a door and then again after 
they pass through the door to 
lock it behind them. When going 
from the public side to the secure 
side, entry may be controlled by a 
card or keypad. From the secure 
side, a “request to enter” button 
on the wall usually will suffice.
Concealed On/Off/Hold Open 
Switch—In some cases it may be 
necessary to hold a door open 
temporarily for accessibility, as 
well as for authorized loading or 
other requirement. Security can be 
maintained by using an operator 
in which the door cannot be put 
into “hold open” mode without 
having access to the inside of the 
operator. This ensures that only 
individuals to use this feature.
Power Boost—Security can be lost 
if a door fails to latch properly 
because of wind conditions or stack 
pressure in a stairwell or vesti‑
bule. Door operators with a power 
boost feature provide extra closing 
force to overcome such pressures 
and ensure that the door latches 
securely. As with any operator, they 
can be controlled by a card reader 

Card	readers	or	other	access	controls	can	be	used	with	automatic	door	operators	
to	restrict	access	to	authorized	in	individuals	while	also	providing	accessibility.
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or other credential to provide acces‑
sibility for authorized individuals.
On Board Diagnostics—When an 
automatic door operator malfunc‑
tions for any reason, both secu‑
rity and accessibility may be 
compromised. Some operators 
incorporate on board diagnostics 
that display error codes to help 
pinpoint the problem quickly 
and restore full functioning.
Non‑Volatile Memory—A power 
failure can compromise security if 
the programmed settings for door 
operator access are lost. With a 
non‑volatile memory, the control 
box settings are retained for a 
sufficient time to allow power and 
normal operation to be resumed.
Fail‑Safe Operation—The dilemma 
of security vs accessibility takes 
on a new dimension when there 
is a power failure. In such cases, 
life safety considerations are para‑
mount, and door operators should 
allow manual operation to allow 
safe egress. Some exit devices are 
available with battery or generator 
back up to maintain security, 
but the door function may also 
be configured as “Fail Secure” if 
codes allow. Then the door will just 
remain locked in this situation.

These are just some of the main 
methods for ensuring security 
while also providing accessibility. 
Each situation is different, and the 
sometimes conflicting requirements 
of fire/life safety codes and security 
needs must be weighed carefully. 
When in doubt, consult with the 
Authority Having Jurisdiction 
before making the final decision. 
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